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1 Introduction

1.1 About this Guide

The Common Criteria Evaluated Configuration Guide for Citrix NetScaler 12.1 Platinum Edition describes
the requirements and procedures for installing and configuring the Citrix NetScaler appliance in
accordance with the Common Criteria evaluated deployment.

If your security requirements and policies require your NetScaler deployment to exactly match the
Common Criteria Target of Evaluation configuration, follow the procedures in this guide.

1.2 TOE Overview

The Citrix Application Delivery Controller (ADC) are purpose-built networking appliances whose function
is to improve the performance, security and resiliency of applications delivered over the web. The ADC
intelligently distributes, optimizes application performance, enhances application availability with
advanced Layer 4 — Layer 7 load balancing, secures applications from attacks, and lowers server expenses
by offloading computationally intensive tasks. The TOE comprises Citrix ADC 12.1 software running on the
following:

e Physical Platforms
o MPX 8900 FIPS
o MPX 15000-50G FIPS
e Virtual Platforms
o VPXFIPS on ESXi 6.5 running on a Dell PowerEdge R630 Server

Citrix ADC MPX FIPS & Citrix ADC VPX FIPS are network devices and virtual network devices that
combine Layer 4 - Layer 7 load balancing and content switching with application acceleration, data
compression, static and dynamic content caching, SSL acceleration, network optimization, application
performance monitoring, application visibility, and robust application security via an application firewall.
The Citrix ADC MPX FIPS & Citrix ADC VPX FIPS appliances support all the NIST-approved FIPS 140-2
algorithms. The evaluation is limited to the security functionality defined in the SFRs.
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1.3 Common Criteria Evaluated Deployment

The following figure provides a visual depiction of an example of a typical TOE deployment. The TOE
boundary is surrounded with red lines.

Management Workstation
with 55H Client

a Managed Switch

Application

dislivery
controller

Ch Sprwed

Lacal Management Sysiog Se vt
Workstation Synlog Ower TLS

Cil Beiponder) CRL
I Dustrisutos

LDAIP Snier

LDAP Ower TLE

Figure 1 Deployment Configuration of TOE

NOTE: The TOE includes a CLI that may be accessed both remotely (accessed via SSH) and locally. Local
access is provided by a console port located on the front of the TOE. This is accessed by directly
connecting a serial console cable to the TOE. TOE administration is available at both interfaces.

1.4 Environment Assumptions

The following assumptions are made regarding the Target of Evaluation (TOE).

The TOE is assumed to be physically protected in its operational environment and not subject to
physical attacks that compromise the security and/or interfere with the device’s physical
interconnections and correct operation. This protection is assumed to be sufficient to protect
the device and the data it contains.

The TOE does not provide a computing platform for general purpose applications (unrelated to
networking functionality).

The TOE does not provide any assurance regarding the protection of traffic that traverses it. The
intent is for the network device to protect data that originates on or is destined to the device
itself, to include administrative data and audit data. Traffic that is traversing the network device,
destined for another network entity, is not covered by the NDcPP. It is assumed that this
protection will be covered by cPPs for particular types of network devices (e.g., firewall).

The Security Administrator(s) for the network device are assumed to be trusted and to act in the
best interest of security for the organization. This includes being appropriately trained, following
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policy, and adhering to guidance documentation. Administrators are trusted to ensure
passwords/credentials have sufficient strength and entropy and to lack malicious intent when
administering the device. The network device is not expected to be capable of defending against
a malicious Administrator that actively works to bypass or compromise the security of the
device.

e The network device firmware and software is assumed to be updated by an administrator on a
regular basis in response to the release of product updates due to known vulnerabilities.

e The administrator’s credentials (private key) used to access the network device are protected by
the platform on which they reside.

e The administrator must ensure that there is no unauthorized access possible for sensitive
residual information (e.g. cryptographic keys, keying material, PINs, passwords etc.) on
networking equipment when the equipment is discarded or removed from its operational
environment.
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2 TOE Description

1.1.1  TOE Evaluated Configuration

The TOE evaluated configuration consists of the physical platforms, MPX 8900 FIPS and MPX 15000-50G
FIPS. Both, the MPX 8900 FIPS and the MPX 15000-50G FIPS, operate using the Intel® Xeon E5-2620 v4
(Broadwell) processor. Additionally, the evaluated configuration includes the VPX FIPS virtual platform.
This virtual platform is hosted within a Dell PowerEdge R630 Server running an instance of VMware ESXi
6.5 hypervisor. The VPX is hosted on a server which operates on an Intel® Xeon E5-2680 v4 (Broadwell)
processor.

Management Workstation
with 55H Client

—
ﬂ Managed Switch
Application
dislivpry
controdler
I CA Sevwet
Local Management SysOf Sernee
Workstation Syalag Ower TLS

CRL Besporder/ CRL
I ———

DAP Soarver

LDAP Dwier TS

Figure 2 — Representative TOE Deployment

The above figure represents a typical deployment of the TOE. The TOE also supports (sometimes
optionally) secure connectivity with several other IT environment devices.

1.1.2 Physical Boundaries

The TOE is a hardware and software solution that is comprised of the security appliance models
described above in Section 1.1.1. For VPX, vND case 1 applies.
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1.1.3 Logical Boundaries

The TOE provides the security functions required by NDcPP v2.2e. The TOE is composed of the FreeBSD
OS running directly on the MPX appliance hardware and VPX Running on ESXi 6.5. It is also comprised of
several security features. Each of the security features identified above consists of several security
functionalities, as identified below.

1. Security Audit

2. Cryptographic Support

3. Identification and Authentication
4. Security Management

5. Protection of the TSF

6. TOE Access

7. Trusted path/channels

These security functions are discussed in detail in the sections below.

1.1.3.1 Security Audit

The TOE keeps local and remote audit records of security relevant events. Remote audit records are
transferred via TLS to the external audit server.

1.1.3.2 Cryptographic Support

The TOE provides cryptographic support for the SSH for remote administrative access and TLS
connections to external IT devices.

. Description/ Supported Mode/ CAVP Cert.
GLAl U] Operation Standard # SFR
Signature Generation, FCS_CKM.1
Verification, and key 1918 FCS CKM.2
RSA transport FIPS PUB 186-4 -
C1920 FCS_COP.1/SigGen
FCS_COP.1/SigVer
EC Signature services FCS_CKM.1
in support of SSH and C1918 '
ECDSA TLS authentication FIPS PUB 186-4 FCS_COP.1/SigGen
C1920
FCS_COP.1/SigVer
AES C1918
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Algorithm Descrlptfon/ Supported Mode/ CAVP Cert. SFR
Operation Standard #
Encryption in support ISO 18033-3 C1920
of TLS and SSH ISO 10116 Ecaiggr?cpr.l/tion
protocols ISO 19772 P
Cryptographic hashing
services C1918
SHA ISO/IEC 10118-3:2004 FCS_COP.1//Hash
C1920
Keyed hashing services
C1918
HMAC ISO/IEC 9797-2:2011 FCS_COP.1/KeyedHash
C1920
Random number 1918
DRBG generation ISO/IEC 18031:2011 FCS_RBG_EXT.1
C1920
Key Agreement
KAS ECC NIST Special A9 FCS_CKM.2
Publication 800-56A A1920 - )
Revision 3

1.1.3.3

ldentification and Authentication

The TOE provides two types of authentications to provide a trusted means for Security Administrators
and remote endpoints to interact:

e Password-based or public-key authentication for Security Administrators
e X.509v3 certificate-based authentication for remote devices

Device-level authentication allows the TOE to establish a secure communication channel with a remote

endpoint. Security Administrators can set a minimum length for passwords (between 4 and 127

characters). Additionally, the TOE detects and tracks consecutive unsuccessful remote authentication
attempts and will prevent the offending attempts from authenticating when a Security Administrator
defined threshold is reached.

1.1.3.4 Security Management

The TOE enables secure local and remote management of its security functions, including:

O O O O O O

Local console CLI administration
Remote CLI administration via SSHv2

Administrator authentication using a local database
Timed user lockout after multiple failed authentication attempts
Password complexity enforcement

Role Based Access Control - the TOE supports several types of administrative user roles.

Collectively these sub-roles comprise the “Security Administrator”
o Configurable banners to be displayed at login
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o Timeouts to terminate administrative sessions after a set period of inactivity
o Protection of secret keys and passwords

1.1.3.5 Protection of the TSF

The TOE ensures the authenticity and integrity of software updates through hash comparison and
requires administrative intervention prior to the software updates being installed.

1.1.3.6 TOE Access

Prior to login, the TOE displays a banner with a message configurable by the Security Administrator. The
TOE terminates user connections after an Authorized Administrator configurable amount of inactivity

time.

1.1.3.7 Trusted Path/Channels

The TOE uses TLS to provide a trusted channel between itself and remote syslog and LDAP servers. The
TOE uses SSH to provide a trusted path between itself and remote administrators.
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3 Installation

For installation instructions, follow the “Installing the ADC Hardware” section of the Citrix Getting
Started with Citrix ADC document. During the installation, an administrator will configure the initial
settings.

3.1 Acceptance

When the hardware is received it should be examined for signs of tampering such as re-taped seams or
punctured packaging material. If you suspect tampering, please contact your sales representative or
Citrix Customer Service.

3.2 Initial Setup

After installing the hardware, access the ADC appliance through the serial console for initial
configuration. Through the serial console, you can change the system IP address, create a subnet or
mapped IP address, configure advanced network settings, and change the time zone. You canrun a
script to perform most of the initial configuration. This script is part of the software and not provided
separately. You then specify a route for administrative access to the appliance through your network,
and you can specify administrator credentials.

Only users with superuser privileges can perform the initial configuration. Use of the superuser role is
not allowed after initial setup, so cmdPolicies must be configured to enable ongoing administration
without the superuser account.

Note: The RS232 serial console port is on the front of each appliance and provides a connection
between the appliance and a computer, allowing direct access to the appliance for initial configuration
or troubleshooting.

To configure initial settings by using a serial console:
1. Connect the console cable to the appliance and your computer.
2. Onyour computer, run the vt100 terminal emulation program of your choice to connect to the
appliance.
e For Microsoft Windows, use a terminal emulation client such as PuTTy.
e For Apple Macintosh OSX, use the GUI-based terminal program or the shell-based telnet
client.
Note: OSX is based on the FreeBSD UNIX platform. Most standard UNIX shell programs are
available from the OSX command line.
o  For UNIX-based workstations, use the shell-based Telnet client or any supported terminal
emulation program.
3. Press ENTER. The terminal screen displays the logon prompt.
4. Logon to the appliance with the administrator credentials.
Your sales representative or Citrix Customer Service can provide the initial administrator
credentials.
5. Atthe prompt, type config ns to runthe ADC configuration command, which invokes a
script. The script is built into the software.
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When finished with the configurations in config ns script, run the following commands to set the
ADC IP (NSIP) address (the management address) and administrator credentials:

add ns ip <IP> <subnetMask> -type NSIP -vServer DISABLED -telnet DISABLED -ftp
DISABLED -gui DISABLED -mgmtAccess ENABLED -dynamicRouting ENABLED

add route <network> <subnetMask> <gateway>

add dns nameServer <IP>

set system user nsroot -password

save ns config

Example
> add ns ip 20.0.0.20 255.255.255.0 -type NSIP -vServer DISABLED -telnet DISABLED -ftp
DISABLED -gui DISABLED -mgmtAccess ENABLED -dynamicRouting ENABLED
> add route 0.0.0.0 0.0.0.0 10.102.29.1
> add dns nameserver 10.102.29.1
> set system user nsroot -password
Enter password:
Confirm password:
Done

Note:

1. The NSIP address should be non-routable, to prevent an attacker from breaching your ability to send
packets to the appliance. This is because dynamic routing is always enabled on the NSIP address and
cannot be disabled.

2. The NSIP address should not be publicly accessible, and proper security measures should be in place
to authorize users who access the NSIP address to configure the TOE. For more information, see
“User Access Control”.

3.3 FIPS Mode Self-test

When the ADC appliance boots up, a FIPS card self-test checks the integrity of the card. A power on self
test is performed on the following three libraries:

e OpenSSL with FIPS object module in control plane (Citrix FIPS Cryptographic Module)
e Software Crypto library in dataplane/PE
e HW Crypto library in dataplane/PE.

The ADC additionally performs several additional health checks, including, Memory (RAM) walk, File
integrity verification and kernel image verification. In totality, the following tests are performed at
bootup,

o  Memory (RAM) walk

e File integrity verification

Kernel image verification

Integrity checks for the Citrix FIPS Cryptographic Module

e Algorithm known answer tests for the Citrix FIPS Cryptographic Module

If any of the self tests fail, the system will reboot into non-FIPS mode. A user may verify if the self tests
have passed or failed at the following locations:

e For control plane /var/log/FIPS-post.log
e For dataplane /var/log/ns.log

To verify that the device is operating in FIPS mode, the user may type the following command:

Show fipsStatus

The output will reflect either:
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FipsStatus: "System is operating in FIPS mode"

Or

FipsStatus: "System is operating in non FIPS mode"

The successful completion or failure of the bootup tests can be verified by checking the log files.
Successful completion of the bootup tests is indicated by “FIPS POST Successful” in /var/log/ns.log and
successful completion of the Citrix ADC CP Cryptographic Library v4 specific self-tests is indicated by
“POST Success” in /var/log/FIPS-post.log. Failure of the bootup tests is indicated by “FIPS Post Failed” in
/var/log/ns.log and failure of the Citrix ADC CP Cryptographic Library v4 specific self-tests is indicated by
“POST Failed” in /var/log/FIPS-post.log (both messages indicate a critical error state). In this state, the
ADC will not provide any cryptographic services.

If any failures are detected during the Memory walk, the TOE will take the memory module out of
service and log the error. The TOE will continue to operate if one memory module remains operational.

Additional information on FIPS mode may be found below:
MPX FIPS:

https://docs.citrix.com/en-us/citrix-adc/12-1/ssl/citrix-adc-mpx-fips-certified-appliance.html

VPX FIPS:

https://docs.citrix.com/en-us/citrix-adc/12-1/ssl/citrix-adc-vpx-fips-appliances.html

If the TOE enters the error state due to a failure of the integrity test, the boot sequence and entire
system is halted. The only action available from this state is to reboot the TOE to trigger the re-
execution of the integrity test. The error condition is considered to have been cleared if the TOE
successfully passes the integrity test and then all subsequent power-up self-tests. If the TOE continues
to return to a halted state, the TOE is considered to be malfunctioning or compromised, and Citrix
Customer Support must be contacted.

If the TOE enters the error state due to a failure of any of the remaining self-tests, the TOE will
automatically reboot to clear the error state. The Security Administrator must contact Citrix Customer
Support if this error occurs.

3.4 Disabling NTP

When operating the TOE in the Common Criteria evaluated configuration, the administrator must make
sure that NTP synchronization is disabled.

To disable NTP sync
At the ADC command prompt, type

disable ntp sync

3.5 Disable IPv6

When operating the TOE in the Common Criteria evaluated configuration, the administrator must make
sure that IPv6 protocol translation is disabled.

To disable IPv6
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At the ADC command prompt, type

disable ns feature IPvé6protocoltranslation

3.6 Disable the GUI

To conform to the Common Criteria Evaluated deployment, you must disable the GUI. Disabling the GUI
also disable other access methods, such as the NITRO API. No separate commands need to be run to
disable those methods.

To disable the GUI

At the ADC command prompt, type
set ns ip <NSIP> -GUI DISABLED

3.7 Setting Up User Roles

To create a user dedicated to audit review, an administrator should create a user (e.g., audit_user) and
set the cmdPolicy as described below:

> add system cmdPolicy audit policy ALLOW '(*man.*) | (*show\s+audit)"'

> bind system user audit user audit policy 100

More information can be found here: http://docs.citrix.com/en-us/netscaler/11-1/reference/netscaler-
command-reference/system/system-cmdpolicy.html.

3.8 Configuring an SSH Server

Several parameters governing the TOE’s SSH server behavior may be modified. To do this, login as a
superuser and enter shell.

Edit the sshd_config file in /etc/sshd_config.

In the event that /nsconfig/sshd_config did not exist, then /etc/sshd_config must be manually linked to
/nsconfig/sshd_config in order to avoid a reboot. The original file must be removed prior to the linking
to avoid the following error:

root# 1ln -s /nsconfig/sshd config /etc/sshd config

In: /etc/sshd config: File exists

A host key must be generated for the SSH server. In order to do this use the following commands,
ssh-keygen -t rsa -b <2048, 3072> The 2048 or 3072 represent the key size.

The following options may be reconfigured:

Ciphers aes256-ctr,aes256-cbc,aesl28-ctr,aesl28-cbc

MACs hmac-sha2-256,hmac-sha2-512 (Note this disables all other MACs including the “none”
MAC)
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Kexalgorithms ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521
Banner /nsconfig/ssh/sshd banner

RekeyLimit 1G 1h (The rekey limit values are not limited by the TOE. However, in the
evaluated configuration the maximum that may be set is 1G and 1h)

LogLevel DEBUG

In order for any changed done to the sshd_config file to take effect, the process must be restarted with
the following command:

kill -HUP ‘cat /var/run/sshd.pid’

Note: The TOE will only allow the algorithms specified in the above configuration file to be used in a
remote session. All other algorithms will be rejected, resulting in a failure to establish a connection.

Note: Configuring SSH will ensure that only evaluated hashing is used in support of the SSH Key
Derivation. No additional configuration is needed to ensure this functionality.

Note: Configuring the supported HMAC automatically configures the characteristics of the HMAC
including, key length, hash function used, block size, and output MAC length. No additional
configuration is necessary.

Note: The TOE will be rekeyed once either rekey threshold is reached (time or data), depending on
which happens first.

To secure administrative access to the ADC appliance by using the public key authentication mechanism
of SSH, complete the following procedure:

e If it does not exist, create the /var/pubkey/<username>/.ssh/authorized_keys file.

e Run the following command to set permissions for the file:

# chmod 644 /var/pubkey/<username>/.ssh/authorized keys

* Run the following command to append the public key to the /var/pubkey/<username>/.ssh
/authorized_keys file:

# cat id rsa.pub >> /var/pubkey/<username>/.ssh/authorized keys

e If the key must be removed for any reason, use the following command:
# rm id rsa.pub

After initial setup, the TOE may be administered by physically connecting to the device via console cable
or remotely through the use of SSH using a configured IP address. Once the connection is established,
the user may login using a valid username and password. A user may terminate an active session
anytime by typing ‘exit’ on the command prompt. For more information, please visit the link below:

https://docs.citrix.com/en-us/citrix-adc/current-release/system/authentication-and-authorization-for-
system-user/ssh-key-based-authentication-for-system-users.html#user-specific-ssh-key-based-
authentication-for-local-system-users
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3.9 Cryptographic Keys

The TOE generates a variety of cryptographic keys for several purposes. These keys are stored in
locations inaccessible to the user with the SSH Public Key as the only exception. Only the SSH Public Key
may be manually deleted by the user. The cryptographic keys are immediately deleted upon reboot of
the device. Keys will be regenerated upon usage of each specific function. Please see the above section
3.8 for instructions on deleting the SSH Public Key as well as configuring specific ciphers and algorithms
to be used during SSH and TLS connectivity. The table below outlines the different keys generated by the
TOE, their purpose, and storage location as well as zeroization method:

Keys/CSPs Purpose Storage Location Method of Zeroization
EC/FFC Diffie Hellman Key exchange private keys in RAM Overwritten with zeros
private key support of TLS and SSH at the end of session or

upon power off/reboot.

EC/FFC Diffie Hellman
public key

Key exchange public keys in
support of TLS and SSH

RAM

Overwritten with zeros
at the end of session or
upon power off/reboot.

SSH Private Key

SSH host private key used in

ACL protected

Overwritten with zeros

server authentication directory when the zeroization
command is issued.
SSH Public Key SSH host public key used in server | N/A public Overwritten with zeros
authentication when the zeroization
command is issued.
SSH Session Key Encryption keys associated with RAM Overwritten with zeros
the SSH protocol at the end of session or
upon power off/reboot.
TLS Session Encryption Encryption keys associated with RAM Overwritten with zeros
Key the TLS protocol at the end of session or
upon power off/reboot.
TLS Session Integrity Key Integrity keys associated with the RAM Overwritten with zeros

TLS protocol

at the end of session or

upon power off/reboot.

The TOE performs all deterministic random bit generation services with a minimum of 256 bits of
entropy at least equal to the greatest security strength in accordance with ISO/IEC 18031:2011.

Note: There are no situations that could prevent or delay key destruction within the product.

3.10 Configuring Command Policies

Command policies regulate which commands, command groups, virtual servers, and other
entities that users and user groups are permitted to use.

The appliance provides a set of built-in command policies, and you can configure custom
policies. To apply the policies, you bind them to users and/or groups.

Here are the key points to keep in mind when defining and applying command policies.
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You cannot create global command policies. Command policies must be bound directly
to the users and groups on the appliance.

Users or groups with no associated command policies are subject to the default (DENY-
ALL) command policy, and are therefore unable to execute any configuration commands

until the proper command policies are bound to their accounts.

e All users inherit the policies of the groups to which they belong.

* You must assign a priority to a command policy when you bind it to a user account or
group account. This enables the appliance to determine which policy has priority when
two or more conflicting policies apply to the same user or group.

e The following commands are available by default to any user and are unaffected by any
command you specify:

help, show cli attribute, set cli prompt, clear cli prompt, show cli prompt, alias, unalias,
history, quit, exit, whoami, config, set cli mode, unset cli mode, and show cli mode.

Built-in Command Policies

The following table describes the built-in policies.

Table 1. Built-in Command Policies

Policy
name

read-only
Operator

Network

Sysadmin

Superuser

Allows

Read-only access to all show commands except show ns runningConfig, show
ns ns.conf, and the show commands for the ADC command group.

Read-only access and access to commands to enable and disable services and
servers.

Full access, except to the set and unset SSL commands, show ns ns.conf,
show ns runningConfig, and show gslb runningConfig commands.

A sysadmin is lower than a superuser in terms of access allowed on the appliance. A
sysadmin user can perform all Citrix ADC operations with the following exceptions:
no access to the Citrix ADC shell, cannot perform user configurations, cannot
perform partition configurations, and some other configurations as stated in the
sysadmin command policy.

Full access. Same privileges as the nsroot user.

Please refer to the following link for more detailed information:

https://docs.citrix.com/en-us/citrix-adc/12-1/system/ns-ag-aa-intro-wrapper-con/ns-ag-aa-config-users-
and-grps-tsk.html#configuring-command-policies

3.10.1 Creating Custom Command Policies

Regular expression support is offered for users with the resources to maintain more customized
expressions, and for those deployments that require the flexibility that regular expressions
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offer. For most users, the built-in command policies are sufficient. Users who need additional
levels of control but are unfamiliar with regular expressions might want to use only simple
expressions, such as those in the examples provided in this section, to maintain policy
readability.

When you use a regular expression to create a command policy, keep the following in mind.

When you use regular expressions to define commands that will be affected by a
command policy, you must enclose the commands in double quotation marks. For
example, to create a command policy that includes all commands that begin with show,
type the following:

“Nshow .*S”

To create a command policy that includes all commands that begin with rm, type the
following:

“Nrm *S”

Regular expressions used in command policies are not case sensitive.

The following table lists examples of regular expressions:

Table 2. Examples of Regular Expressions for Command Policies

Command specification Matches these commands

“Nrm\s+.*S”

“Nshow\s+.*S”

All remove actions, because all remove actions begin
with the rm string, followed by a space and
additional parameters such as command groups,
command object types, and arguments.

All show commands, because all show actions begin
with the show string, followed by a space and
additional parameters such as command groups,
command object types, and arguments.

The shell command alone, but not combined with

“AshellS” any additional parameters such as command groups,

“nadd\s+vserver\s+.*S”

“Aadd\s+(Ib\s+vserver)\s+.*”

command object types, and arguments.

All create virtual server actions, which consist of the
add virtual server command followed by a space and
additional parameters such as command groups,
command object types, and arguments.

All create |b virtual server actions, which consist of
the add Ib virtual server command followed by a
space and additional parameters such as command
groups, command object types, and arguments.

The following table shows the command specifications for each of the built-in command
policies.

Table 3. Expressions Used in the Built-in Command Policies
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Policy

name Command specification regular expression

(Aman.*)| (*show\s+(?!system)(?!configstatus)(?!ns ns\.conf)(?!ns savedconfig)(?!ns
runn